How to Generate a CSR for Apache Web Server Using
OpenSSL

The following instructions will guide you through the CSR generation process
on Apache OpenSSL. To learn more about CSRs and the importance of your
private key, reference our Overview of Certificate Signing Request article. If
you already generated the CSR and received your trusted SSL certificate,
reference our SSL Installation Instructions and disregard the steps below.

1. Log In

Log in to your server’s terminal via Secure Shell (SSH).

2. Run CSR Generation Command

Generate a private key and CSR by running the following command:

P =%

openssl req -new -newkey rsa:20438 -nodes -keyout server.key -out server.csr

Here is the plain text version to copy and paste into your terminal:
openssl req -new -newkey rsa:2048 -nodes -keyout server.key -out server.csr

Note: Replace “server” with the domain name you intend to secure.

3. Enter your Information

Enter the following CSR details when prompted:

a) Common Name: The FQDN (fully-qualified domain name) you want to
secure with the certificate such as www.google.com, secure.website.org,
*.domain.net, etc.



b) Organization: The full legal name of your organization including the
corporate identifier.

c) Organization Unit (OU): Your department such as ‘Information
Technology’ or ‘Website Security.’

d) City or Locality: The locality or city where your organization is legally
incorporated. Do not abbreviate.

e) State or Province: The state or province where your organization is
legally incorporated. Do not abbreviate.

f) Country: The official two-letter country code (i.e. US, CH) where your
organization is legally incorporated.

Note: You are not required to enter a password or passphrase. This optional
field is for applying additional security to your key pair.

4. Copy the CSR text from the file

Locate and open the newly created CSR in a text editor such as Notepad and
copy all the text including:

And

.2015 iis.sslexperience.com csr - Notepad =1 B3
File Edit Format VYiew Help
————— BEGIN NEW CERTIFICATE REQUEST----- _A_J

MIIEh]CCA24CAQAWGYSXCZAIBYNVBAYTATVTMRAWDYYDVQQIDANGhGOyawRhmQdw
DAYDVQQHDAVUYWLWY TEGMB4 GALUECOWXUMFwawQgv2Vvi IFN1CnZpy 2vZIEXMQy4d X
GDAWBGNVBASMDOK UVCA GRGVWY X 0bWvUdDEeMBWGALUE AwwVaw1 ZLNNZhGV4 CGVY
awvuy2Uuy2 9tMIIEIIjANEI?kqhk‘iGQWOBAQEFAAOCAQSAMIIEICgKCAQEAr‘)(‘i PYtnl
KZ3CgrGzIlsour6GoD3ytC 1GAdCt IH8KN,/MBBNX6kwWQQz] suagIsh+2IGNGS /e6xm
an;qZSOKoDk'I'IiIanRxFOwtjtlz‘IjQ+7jmEIK99eIEqY5vq61+hatTGYk61bHQh
0QNTEyvg630CXnabAFtnxY 5X5,/NNBAFUr XUAGEtrFXzici5GgxesoaxIhopsvnkbH/
XGPYUVHERSATAOLOHNCUZSNAT CO061wGK2 xhoh3parFc9zh08hwgFICgeofc4tLt
nmMEJ+Ug3 i KvdeqwisxI69ZRGOZTRSCspBdyB8EaIXZhNabcoS pKI S1AbMIKVTGT+
awr Nah5CU4VyRQIDAQABOIIBS ZAaByOr BGEEAYT3DQIDMQWWC ] YUMSE 3N AXL  Iw
TwY JKWY BEAGCNXUUMUIWQAT BBQWPVO 10LVEZMQ3UK 9TVKNWDBLXSU4 TUTMyNDdS
TOhWQLZCQWRT awSpC3RyYXRYCOwLSWS TAELNCT 51 eGUwChYKKwY BBAGCNWOCA] Fk
MGICAQE BWgBNAGK AYWBYAGBACWBVAGY AdAAGAF I AUWBBAC AAUWBDAGGAYQBUAGA A
ZQBS ACAAQWBYAHK ACABOAGBAZWBYAGEACABOAGK AYWAQAF AACBVAHY AaQBK AGUA
CGMBADCBZWY JKOZI hv CNAQKOMY HBMIG+MAJ GALUGDWEB,/WQEAWI ESDATBGNVHSUE
DDAKBEgrBgEFBQCDATB4ngqhk‘iGQWOBCQBEazBpMAdGCCqGSIb3DQMCAgIA DAO
Bggghk 1GOWODBAICAT AWCWY 1Y IZIAWUDBAEGMASGCWCGSAF 1AWQBLTALBY 1ghkgB
ZOMEAQIWCWY JY IZI AWUDBAEFMACGBSSOAWI HMAOGCCHGSTh3 DQMHMBOGALUHDGQW
BBTbhthdwt3Pc+K9bVw5VK4dZWGFgANngqhk‘iGQWOBAQUFAAOCAQEARkMIm]fO
5S4 JWCTANBLr FEQF+2AX71Zew0zZ0F u93NE5MGmAuiftyr1t4J7IJk+N4szv4De
CLWYDROHEKVOZZBORGCIIQOI 56GZh3R2T I helwdwFhbviIw3vud CXGSTTDXNHUP3 /
LCCbeeCOHSVQGQ)(PBdTwVwaNPCtSCJGafjmfomnHX‘ngwPBfMGwBTyO\W’Zhr‘
TVEWTP72YTLVaao9yYPz7UuFtohPIzzmvokd7qTvQéys uvd UmKubooL 7r ETKOGAUPD
ExaaofcjF4LIhdSweyNbdrustuInTgxbdMzLHrw010gnuGegxPOhvPSMyaehIMB0|
0ierf3mngQuBuA==

----- END NEW CERTIFICATE REQUEST-----




Note 1: Your CSR should be saved in the same user directory that you SSH
into unless otherwise specified by you.

Note 2: We recommend saving or backing up your newly generate “.key” file
as this will be required later during the installation process.

5. Generate the order

Return to the Generation Form on our website and paste the entire CSR into
the blank text box and continue with completing the generation process.

Upon generating your CSR, your order will enter the validation process with
the issuing Certificate Authority (CA) and require the certificate requester to
complete some form of validation depending on the certificate purchased. For
information regarding the different levels of the validation process and how to
satisfy the industry requirements, reference our validation articles.

After you complete the validation process and receive the trusted SSL
Certificate from the issuing Certificate Authority (CA), proceed with the next
step using our SSL Installation Instructions for Apache OpenSSL.



